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CLASS ACTIVITY 5 
 
Scenario: Scott remains cyber secure 

Scott is a fourth grade student at Honors Elementary School where his class is doing 
research in the school’s computer lab on ways to stay safe and protected while online. 
The computers at the school are all connected to the same network, which holds 
student’s personal infor mation. 
 
During Scott’s research on the internet that day he receives several pop-up ads offering 
free iPhones with 12months of free mobile services, including text messages if you 
accept the free trial subscription of “TechIsCool” online magazine. Scott k nows the 
school’s  Acceptable Use Policy is very clear about not downloading anything on school 
computers to protect the network. He knows he shouldn’t, but he wants an iPhone so 
badly and doesn’t want to miss the opportunity to get the phone for free.  
 
Scott clicks on the link offering the free download. He gets suspicious when he starts 
getting additional pop-up ads asking for detailed personal information. He returns to the 
StaySafeOnline website and reads all about the potential harm in accepting free 
downloads. Scott changes his mind, doesn’t provide  personal information, and returns 
to his research on cyber security. 
 
 
Answer the following questions: 
 
Questions: 
 
1. Scott started to make a potentially big mistake, but wisely changed his mind after 

reading up on threats from free downloads. List a common threat associated with 
free downloads. 

2. Is there a way to tell if a free download is legitimate? 
3. Do you think Scott stopped his actions in enough time to prevent harm to the 

school’s computer  and network? 
4. List any potential risks that could have happened if Scott had continued to 

provide personal or school information. 
5. List the three important questions Scott should know the answers to before 

providing any personal information online, especially to some unknown person 
promising something for free. 
 

 
LESSON LEARNT 

 
� Be very careful what you click on when using the internet – not everything on the 

internet is safe to click on.  
� Close a web page or turn off a monitor and call a trusted adult if you are worried 

about what you see.  
 
 


